How do I?
An occasional series
This week: Logbook of The World. (LOTW)
Logging with LoTW
Inspired once again by our friends on the WSJT-X groups.io
Radio operators have kept log books since the earliest days of radio. Why log?
1.) To track contacts made,
2.) To satisfy legal requirements,
3.) To aid the development of radio by identify tropospheric conditions and other factors that
can influence how far your signal goes,
4.) Record personal milestones: call signs worked, DX entities worked, continents worked,
ITU zones worked, and so forth.
So you logged your radio contact. Anyone can do that. How can you prove you made the
contact?
QSLing, initially made by entrusting a QSL card to the postal system, was the answer. A QSL
is simply a written verifiable proof of the contact. While it could be hand written on a napkin,
over the years QSLing evolved into a fairly standard system where the two parties send post
cards to each other listing their call sign, location and signal report as well as the date, time,
mode and band. Many hams add other items such as the radio equipment used.
Some QSL card samples from a commercial vendor, KB3IFH https://www.kb3ifhqslcards.com/

Paper QSL cards are exciting to receive. But there can be issues. What if your return card
was in a mail pouch on-board the RMS Titanic the evening of April 14, 1912? There was no
good answer for that scenario until the internet went mainstream circa 1995. Two competing
QSO verification systems developed.
EQSL https://www.eqsl.cc/QSLCard/login.cfm is a quasi commercial concern. Users create
an account and upload QSO data (contacts made). The other party does the same. The
website software performs a matching process. If the two independent data uploads result in
a match then the radio contact is confirmed.
Users can enjoy basic EQSL services for free. Donating gives you access to fancier QSL
card designs and helps support the system.
EQSL is very popular but has been shunned by some hams over fears that “anyone could
upload bogus QSO data.” So? You do not have a match until the other party uploads
matching QSO data. For that matter, anyone could mail a bogus paper QSL card to an
unsuspecting ham and hope the receiving ham was lax in his or her verification of the QSO
details.
Secondly, I once sent a special event station a SWL (Short Wave Listening) card letting them
know I heard their signal, and received a QSL card in return showing we made a two-way
radio contact. I don’t count that one for award credit. It’s not a valid two-way contact, but I
have a paper QSL card showing we made a radio contact.
When you upload QSO data the EQSL system sends your premade EQSL card to the other
party. They can print them, and have a “QSL card” they can display in the shack. Many
years ago I posted some QSL cards in my cubicle at work and attracted one new ham to the
hobby. I had several good conversations about the hobby with other colleagues.

There are many EQSL awards you can strive to achieve. Below are sample of some of the
awards.

EQSL is a nice system for those who accept its processing standards. But the title of this
article refers to Logbook of The World -- LoTW. Let’s take a deep dive into that QSO
verification system.
The Log Book of The World is a free creation of the American Radio Relay League (ARRL).
You do not have to be an ARRL member to use LoTW. But joining ARRL “helps pay the
freight” and keep the service free.
LoTW is used by many, but some are frustrated by the complexity of the LoTW account setup
process. If that sounds like you, stick around. If not, see ‘ya down the log!
The LoTW system tries to solve the authenticity problem by using electronic security
certificates to encrypt data as it passes from your PC to the ARRL LoTW Server. The
issuance of certificates includes processes and procedures to help ensure authenticity.
EQSL deals with authenticity by having the user upload an image copy of his or her Amateur
Radio license which is then reviewed by a System Moderator.

This may be a good place to provide an overview of the LoTW setup process: The process
involves several steps separated by time.
1.)
2.)
3.)
4.)
5.)
6.)

Download Trusted QSL software (TSQL) from ARRL and install the software on your PC.
Use the Trusted QSL software to electronically submit a certificate request to ARRL.
ARRL will mail a postcard to the address that appears in your FCC records. The
postcard contains information unique to your request which you will use in the next step.
Using the same PC as you used in Step #2, follow the instructions found on the postcard.
ARRL will eMail additional information and instructions to you. The eMail will contain a
file attachment which is your security certificate. Save the attachment to your PC. Use
the Trusted QSL (TQSL) software to install the certificate.
You will define your station location in terms of DXCC Entity, Grid Square, ITU Zone, CQ
Zone, State, and County. You may be shown additional questions asking about Islands
On The Air, (IOTA), and Parks On The Air (POTA). You be the judge. If you participate
in these activities you probably know how to answer the questions.

Now for the details of the ARRL LoTW setup process:
The ARRL website https://lotw.arrl.org/lotw-help/getting-started/ has pretty good instructions.
You may wish to print the instructions and make notations as you perform and complete each
step.
Step #1 is to download the Trusted QSL (TQSL) certificate software.
This software designed to run on Microsoft Windows operating systems. It also runs on the
Apple MacOS and LInux.
Stumbling block #1 seems to that the Windows user account needs to have Administrator
privileges, but you CANNOT right click and select Run as Administrator.
If you are trying to install Trusted QSL software on a work or school computer, you probably
do not have the privileges needed to install this software. So make sure you are using your
own PC.
Stumbling block #2: The Trusted QSL software must be installed in the Windows Program
Files (x86) folder. The software will not work if you put it elsewhere.
Once you have installed TQSL, if you do not follow the below, exactly, it will not work.

Got all that?
Now grasshopper, you need to wait patiently for an ARRL LoTW postcard to arrive in the mail
(assuming you live in the US).

Once the postcard arrives, you need to go back to the ARRL LoTW page and perform
additional setup steps.

If your primary call sign was issued in the United States, the ARRL will send a postcard to the postal address specified in
your FCC license. The postcard will specify an 8-digit Validation Code , sometimes called a "postcard password".
Using your web browser, navigate to here (https://lotw.arrl.org/lotw/password) and type in your Validation Code / "postcard
password". In response, the ARRL will send you an email message containing your LoTW Account Password, with your
Callsign Certificate attached.

Then you need to accept the call sign certificate. Please note - all this has to be done from
the same computer on which you started signing up for LoTW!
Editor’s Note: You may wish to print and follow the step-by-step instructions found on the
ARRL website. Some of the following screen snapshots did not capture the full-width of the
source document and may be missing portions of the words along the left and right edges.

Then you need to set up your initial station location.

Remember: If you operate from multiple locations, you need to set up a Station Location
record for each one.
Before using TQSL or your logging application to submit QSOs to LoTW, employ the username and password contained in
the email you received from the ARRL to verify that you can log in to your LoTW Account. Be sure to remember this
username and password, as your LoTW Account enables you to confirm that the QSOs you submit to LoTW have been
accepted, determine which of your submitted QSOs have been confirmed via LoTW, and submit confirmations for Award
Credit.
5. Log in to your LoTW Account
Now you can submit QSOs to LoTW!
If you've made QSOs using other station callsigns or from other locations, then after accepting a Callsign Certificate for
your current callsign, you can obtain additional Callsign Certificates and define additional Station Locations.
Every Callsign Certificate expires after 3 years, but is easily renewed before it expires. You'll receive an email message
from the ARRL several weeks before one of your Callsign Certificates will expire.

You can upload directly using ADIF files from your logging software. Most people find it easier
to just upload from the logging software.
In the popular N3FJP suite, simply open the log and go to the elogs tab

Enter the LoTW user name and password for your account and select a station location and
enter the path where N3FJP Amateur Contact Log can find your TQSL certificate.
Electronically sign the QSOs you want to upload. If you set up Amateur Contact Log to mark
a sent LoTW as a QSL, a Y will appear in the QSL field in the entry as a well as an L for
confirmed by LoTW. You can the download from LoTW confirmed matches.
If it is NOT confirmed, either because the other user does not use LoTW or has not yet
uploaded QSO data for your contact, or if the times were outside the parameters, you will not
have a confirmed match.
Your LoTW confirmed entries are valid for any of the ARRL awards such as Worked All States
(WAS) or DX Century Club (DXCC -- confirmed contacts made with 100+ DX Entities). The
ARRL does not accept EQSL confirmations for ARRL awards.
If you want to receive a physical QSL card as confirmation of the radio contact you still need
to request one through traditional channels – direct mail, QSL Bureau, QSL Manager, Club
Log, or OQRS.
Hopefully this helped take some of the frustration out of setting up LoTW and you can go back
to making QSOs. Knowing you can fairly easily get confirmation of your completed QSOs
adds to the enjoyment of making radio contacts.
Catch ‘ya on the air!

